In recent years, frequent urban drinking water contamination accidents have caused significant impacts on society in China. However, emergency measures are primarily realized as management policies lack systematic technologies especially for those within-network contamination accidents. The aim of this paper is to perform analysis on cases of contaminant accidents that occurred in water distribution networks and to propose a framework of emergency response technologies. The causes, impacts, and characteristic trends of urban water supply contamination accidents are analysed according to the data of eighteen typical contamination cases that have been publicly reported in China since 2003. The results show that the main problems for rapid response to those accidents are: (1) limited monitoring means; (2) lag in response, especially the lag in providing an explanation to the public; and (3) lag in recovery from the accident. To solve those problems, a framework of technological strategy for rapid response to contamination accidents including monitoring, identifying, evaluation, isolation and flushing is then proposed. Since drinking water contamination accidents are not a unique problem that only happens in China, the response policy and related technologies proposed in this paper are also applicable to other countries and regions that face the same problems.
Introduction
Water distribution network contamination accidents are an important social development issue faced by China. According to the data released by the Chinese Ministry of Environmental Protection in midMarch 2014, China has 250 million residents living near factories with major sewage emissions and major roads and 280 million residents using unsafe drinking water. Contamination accidents have a direct impact on the health and safety of residents and may cause severe social panic.
The Chinese government issued a series of documents regarding emergency management policies and response procedures in [2005] [2006] , including the 'Decision of the State Council on the implementation of the scientific concept of development to strengthen environmental protection' and the 'National Environmental Emergency Plan'. Since issuing these documents, the overall increasing trend of environmental accidents has been reduced, to a certain extent. However, urban water supply contamination accidents still occur frequently. In the first three months of 2014 alone, ten accidents of drinking water that contained a peculiar odour were reported. Depending on the causes, emergency contaminations of water distribution networks can be divided into two categories: water source contamination and within-network contamination. Both types of contamination result in pollutants entering a water distribution network and spreading to users. Water source contamination is the more prominent cause of China's current drinking water contamination accidents (Han & Huang 2010; . Many Chinese scholars have conducted studies on the causes of and management strategies for water source contamination accidents, such as the cyanobacteria contamination accident in Taihu Lake (Qu & Fan, 2010; Zhang et al., 2010 Zhang et al., , 2011 . However, in terms of technical strategies for coping with within-network contamination accidents, systematic strategies and applications of distribution network emergency treatment plans are still lacking.
In this study, water contamination accidents that have happened in China since 2003 are analysed. Then a more detailed statistical analysis was performed on eighteen publicly reported cases of non-source contamination accidents in the water distribution network. Following the analysis, the main problems for rapid response to non-source contamination accidents are identified. To fight against those problems, we proposed a framework of technological strategies for quick response to a drinking water distribution network emergency, based on a comprehensive analysis of existing related technologies.
Statistics of contamination accidents
According to the statistics, there were 1,254 water contamination accidents in China from January 2003 to December 2013; of these, 257 accidents caused direct contamination to residential drinking water, accounting for 20.49% of all water contamination accidents (Figure 1 ).
The number of contamination accidents tended to increase between 2003 and 2006 ( Figure 1 ) for two major reasons. (1) There were a greater number of environmental emergencies caused by various types of accidents and, thus, the overall situation was grim. (2) Ever since the major accidents of Songhua River pollution in Jilin province in 2005, which led to a water outage in Harbin, various types of K.-l. Xin et al. / Water Policy 19 (2017) [13] [14] [15] [16] [17] [18] [19] [20] [21] [22] [23] [24] [25] [26] [27] urban pollution emergencies have received an unprecedented amount of attention and the number, depth and impact of related news reports have increased significantly, leading to an increase in available statistics (Li et al., 2007) . From 2005 to 2006, China promulgated a series of documents that were designed to increase emergency response capabilities, urging the relevant units to strengthen their risk management plans. Hence, the number of contamination accidents has decreased, to a certain extent, since 2006. However, the frequency of occurrences still remains at a relatively high level. The main reasons are: (1) severe water pollution, as pollution problems that have accumulated over several years are more likely to be reported because there are more channels for acquiring and publishing information; (2) urban development, which has resulted in larger and more complex water distribution networks with insufficient network management; and (3) greater residential awareness of the quality of tap water, which has been associated with increased public concern over water safety.
Several representative drinking water contamination accidents that have been publicly reported in recent years are summarized as Table 1 .
Depending on the causes, the representative contamination accidents (2003) (2004) (2005) (2006) (2007) (2008) (2009) (2010) (2011) (2012) (2013) listed in the table can be divided in to four categories.
(1) Water source contamination. This type of accident has the greatest and widest impact, accounting for a large proportion of all the drinking water contamination accidents reported, and is thus the most concerning. Among the seventeen accidents listed in Table 1 , water source contamination accidents accounted for 47% of the total number of accidents, not including the large-scale water outage accidents, such as the one caused by contamination of the Songhua River (no report indicated that the polluted raw water entered the drinking water distribution network during this accident). Contamination in water sources is relatively easy to identify by source water monitoring and analysis. Meanwhile, the major emergency response measure implemented is to close the water treatment plant, which is relatively simple. (2) Wrong or illegal pipe connections. This type of accident is also an important cause of drinking water contamination. Wrong or illegal pipe connections tend to occur in areas with many township enterprises and problematic issues, such as the lax supervision of small businesses. Lax supervision leads to a lack of effective protection and separation between the water for production use and the water for residential use. Thus, once the water supply network was at very low pressure, contaminants can enter the network and pollute residential water through industrial water pipes, which cause serious contamination accidents. (3) Poor management of a water supply network. For example, factors such as the failure to clean pipes before construction can result in the transport of contaminants into the distribution network. Sewage that flows back into a network through reservoir relief valves and pipes that are corroded by chemicals can also cause the contamination of drinking water in a network. Although this type of problem has occurred to varying degrees in various cities, once pathogenic microorganisms or toxic substances enter a network, major water safety concerns, such as those associated with the accident in 2014 in Lanzhou, can arise. (4) Deliberate poisoning. Despite the fact that deliberate poisoning accidents represent unique cases among contamination accidents, these accidents can cause an enormous amount of damage and have a considerable impact. Contaminants such as chemicals, biological substances or radioactive substances can be introduced at any node of the network or at any water storage facility. Therefore, this type of contamination accident is more difficult to prevent and treat. In particular, China has A panic triggered purchases of bottled water, and the water use of more than 240 million people was affected.
entered a period associated with frequent terrorist attacks and, as lifelines, water supply systems have become a high-risk target of terrorist attacks and should be guarded vigilantly.
Issues analysis
The preceding analysis indicates that there are two major tasks in coping with urban water distribution system contamination accidents in China: (1) how to reduce or prevent the introduction of contaminants into a water supply system from the source water by implementing water pollution control and pipeline renovations; (2) how to rapidly and effectively stop the spread of a contaminant once it has entered the water supply system and then quickly restore the water supply.
The Chinese government has placed a great deal of effort into the following measures that aim to limit sources of contamination. In response to occurrences of water source contamination accidents that caused tremendous impacts, such as the contamination of the Songhua River caused by the explosion of a chemical plant in Jilin and the outbreak of cyanobacteria in Taihu Lake in Wuxi, the Chinese government has increased its levels of investment in drinking water source protection, emergency treatment processes and other measures. In addition, the urban water supply industry in China has also gained extensive experience in emergency management procedures and emergency treatment technologies for water source contamination accidents. These experiences have resulted in positive effects in terms of preventing and managing occurrences of water contamination accidents.
Compared with water source contamination, contamination accidents that occurred within the water distribution network are more covert and thus require more complex response measures. Therefore, in addition to stricter pollution control efforts, the Chinese government has invested in improvements in the condition of water supplies year after year, especially the water supplies in rural areas and towns. Centralized and decentralized water supply facilities have been constructed. According to 'The plan of urban water supply facility transformation' released by China's Housing and Urban Construction Department in 2013, China will invest 267.8 billion yuan and 200 million yuan for distribution network renovations and for emergency treatment measures, respectively, which should play a positive role in reducing the number of this type of drinking water accident.
However, given that the current rapid rate of urbanization in China and the associated increasing trend in environmental pollution will continue for a long period of time, especially considering the reality of the high risk of a terrorist attack, there is another core issue that affects the security of China's urban water supply system that must be solved: how to implement rapid and effective measures to prevent the spread of a contaminant once a pollutant enters the distribution network, and how to rapidly recover from the impacts of a contamination accident to return to a normal state. In this regard, although the Chinese government, at all levels, developed an emergency plan in 2006 after a series of environmental emergencies, the plan focuses primarily on management and lacks clear guidance on specific technical response strategies, especially technical measures executed at the network level. Therefore, there is an urgent need for a series of practical technical solutions to cope with drinking water accidents in China.
Currently in China, several issues concerning the response of urban water service units and related government departments to occurrences of sudden water distribution network contamination accidents need to be addressed.
Limited monitoring means
The majority of drinking water contamination accidents listed in Table 1 were detected through health department reports or user complaints. There were only three cases in which the contamination was detected by monitoring (Figure 2 ). Among these, two accidents were detected by water source monitoring, and the third case was not detected at the earliest monitoring sampling time because the contaminant indicator was not tested daily. This limitation is a problem that cannot be solved in the near future.
Lag in response, especially the lag in providing an explanation to the public
As is reported, the sensing, emergency response, and compliance process can prolong the expected impact time of a water contamination event by a period of time measured in days, not in hours or minutes (Bristow & Brumbelow, 2006) . According to the investigations of the accidents listed in Table 1 , there are only four cases in which the response to the contamination accidents was initiated in less than 12 hours after the accident was reported (Figure 3 ). 
Lag in recovery from the accident
On average, 3-5 days were required to completely recover from the occurrence of a contamination accident. In a few instances, more than a week passed before recovery, severely impacting the residents (Figure 4 ). This lag in recovery time is attributed to the lack of technology and means to effectively curb the spread of a contaminant or to rapidly clear polluted water from a pipeline.
Emergency response policy
Based on an analysis of technical studies and engineering measures for emergency responses to water distribution system contamination accidents in China and abroad, a flowchart of water distribution network contamination emergency response measures is proposed in this study. The proposed flowchart ( Figure 5 ) focuses on the formulation of specific measures for the emergency response to water distribution network contamination accidents.
The proposed measures to cope with a contamination emergency focus on the following aspects: emergency-oriented deployment of water quality monitoring sites, locating and identifying the source of contamination, evaluation of the scope and impact of the contamination accident, control of contamination spread, and flushing of the distribution network and restoration of the water supply.
Emergency-oriented deployment of water quality monitoring sites
Water quality monitoring is still the first barrier to the prevention of water contamination in a distribution network, there has been a great deal of research on optimal sensor placement in case of contamination accidents (Hart & Murray, 2014) . However, two problems exist: first, there are numerous types of contaminants, but common means and equipment for monitoring all types of contaminants are lacking; there are also difficulties such as low accuracy in monitoring measurements and inaccurate data. Second, water supply companies are unable or unwilling to pay for the high costs associated with the installation, operation, and maintenance of monitoring equipment. A more practical approach is to scientifically and rationally develop a technical monitoring plan that is based on conventional online monitoring data, such as residual chlorine and turbidity, in combination with network hydraulic modelling (Yang et al., 2009; Liu et al., 2014) ; thus, the scope and spread of a contamination accident can be rapidly identified to facilitate the identification of the source of contamination. However, it should be noticed that for non-reactive contaminants, more types of monitoring data such as specific conductivity needed to be involved for detection of the accidents.
Locating and identifying the source of contamination
Contamination source identification is critical for controlling the development of a water distribution network contamination accident. Compared to traditional contamination source identification methods that have high requirements for network monitoring equipment and data, the user complaints based technology can effectively resolve issues of insufficient and low-accuracy network monitoring equipment and data (Ostfeld et al., 2008; Tao et al., 2012) . Although there are fewer studies of user complaint-based contamination source tracking methods, the application costs are low. Therefore, within the context of an increased risk of terrorist attacks and, especially, of the currently insufficient means for network monitoring and inadequate monitoring capabilities, it is important to develop complaint-based contamination source identification technology to enable the rapid deployment of measures to control the contamination accident and minimize human health risks.
The authors here presented a Bayesian based model that use user complaints data to fast identify the location of pollution source as Equations (1)-(4).
( 1) where, P i is probability of user complaint on node i; P 1i is probability of user complaint related to water consumption on node i; P 2i is probability of user complaint related to occurring time of contamination; P 3i is probability of user complaint related to time delay after contamination occurs; w 1 , w 2 , w 3 , are weights for P 1i , P 2i , and P 3i . P 1i , P 2i , and P 3i can be calculated separately by the following equations:
where, a is factor which maps P 1i to [0, 1]; Q node is water demand at node i; Q all is total demand in water network;
where, b is factor which maps P 1i to [0, 1]; P 2 (t) is investigated water intake probability relate to time t.
where, Δt is time delay after contamination occurs; s is standard deviation; g is factor which maps P 3i to [0, 1] . Figure 6 shows a real case of contamination accident in ZJ water distribution network in SouthernEastern China. The pipe network serves about 870,000 people and has two water treatment plants and three booster pump stations. This accident was confirmed to be due to chemical mass intake nearby one of the two plants (node JX-2 in Figure 6 ) according to the result of the investigation that lasted for more than two weeks. During the first 24 hours after the accident happened, forty-eight user complaints were received as shown in Figure 6 . Based on the model described as Equations (1)- (4), once a third complaint is received, the scope of a contamination source can be limited to six nodes with the help of a hydraulic network simulation (Figure 7) , and the candidate source nodes can be further narrowed to the real contaminant node using the above method, which greatly improving the efficiency of the emergency response to the contamination accident. However, this methodology could be improved by better consideration of the effect of time uncertainty in user complaints data.
Evaluation of the scope and impact of the contamination accident
Once a contamination accident occurs, an investigation of the accident-caused damage to the water supply system can provide the scientific basis for the adopted emergency measures. This evaluation primarily considers the water source and water intake structures as well as the emergency treatment facilities and pipelines. The content of this evaluation includes the causes of damage, their range of impact, the extent of damage, and the repair time. The spread of a contaminant throughout a network and its impact can be assessed using monitoring techniques such as online water quality monitoring, emergency water sampling and measurement procedures as well as a hydraulic simulation of the water distribution network. Due to the time variant nature of demands, use of hydraulic water quality models combined with the supervisory control and data acquisition-based method is more reasonable for contamination spread prediction (Davidson et al., 2005) . As sensors are getting cheaper and used more widely in water supply networks, along with the rapid popularity of smartphones, there is the opportunity to use big-data technologies combined with traditional ones including simulation and optimization to achieve goals of evaluating and controlling contamination accidents (Mounce et al., 2015) .
Control of contamination spread
The shutdown of the water distribution network is the most direct and effective measure to prevent a contaminant from spreading to users. However, the initiation of a blind, large-scale water outage without any clear knowledge of the contamination source may cause severe social panic. Therefore, after a preliminary assessment of the contaminant toxicity has been conducted and, under certain conditions, factors such as fire safety and social stability have been considered, the action of supplying water at a lower pressure can be considered to meet non-drinking daily water use demands before a government order to shut off the water supply. Supplying water at a lower pressure can reduce water use by users and can also effectively reduce the rate at which a contaminant spreads. When supplying water at a reduced pressure, the operational status of the water distribution network differs from that during the typical water supply conditions. Thus, the effect of pressure on water consumption should be fully considered in water quality and hydraulic simulations. Furthermore, pressure-dependent demands should be considered in water quality and hydraulic simulations (Rasekh & Brumbelow, 2014; He et al., 2016) . In this regard, there is still a large amount of research to be done to evaluate the water distribution network system in Chinese cities.
An isolation valve is another key water system component that can be used to control the spread of an accident. The spread of a contaminant through the network requires time; thus, appropriate valves can be closed during this period of time to prevent a contaminant from spreading to downstream users. However, a water distribution network is a pressured system, and the operation of valves in large diameter pipes often requires considerable time and manpower. Therefore, the operation of a pollutant isolation-oriented valve should be accomplished with the help of technologies such as simulations of contaminant spreading and distribution network geographic information system spatial analyses (Baranowski & LeBoeuf, 2008; Eliades & Polycarpou, 2012) . Researchers have also proved that water networks' sectorization and partitioning by closing gate valves or redesign of water networks as district metering areas are efficient ways to protect networks from intentional contamination, and reduce the spread of contamination (Grayman et al., 2009; Di Nardo et al., 2015) . Although some scholars have proposed technical methods for implementing valve-closing plans (Alvisi et al., 2012; Di Nardo et al., 2013) , as described for several cases listed in Table 1 , in most cases, a rapid and effective isolation of contamination via valve closure was not achieved, except during contamination accidents that occurred in small-scale tree-like distribution networks.
Flushing of the distribution network and restoration of the water supply
In a contamination accident, contaminants often need to be removed from the distribution network as soon as possible to reduce the associated hazards. The most commonly employed method is to open the fire hydrants to flush the pipelines (Ostfeld et al., 2008; Haxton & Walski, 2009 ). However, this method is not sufficient for coping with contamination accidents. Dedicated outlet ports that can be used to drain the contaminated water as soon as possible should be established within an urban water supply network, and valves should be closed to reduce contamination to the downstream distribution network. The locations and quantities of outlet ports within the distribution network to be operated during a contamination accident should be determined using optimization technology by simulating contamination spread through the network and the impact of emergency flushing. For example, a network outlet layout and plan for pipeline flushing have been developed for the city of Zhenjiang in China, focusing on the scenario of a source-induced drinking water contamination accident in the network (as shown in Figure 6 ). An optimized outlet layout can reduce the time required to flush the contaminated water from the distribution network from 20 hours to less than 10 hours (Liu, 2013) .
Conclusions
While experiencing rapid urbanization, China is also facing risks to drinking water quality and safety. Because the current measures for preventing water pollution are still not sufficient, water source pollution is still the main cause of current urban drinking water contamination accidents. In addition, as the process of urbanization continues, water supply networks continue to expand and their structures become more complex. The majority of emergency response plans and treatment procedures for contamination accidents have been established at the level of management and policy, but lack systematic and reliable technological strategies. As China continues to face an increasingly serious threat of terrorism, the role of urban water supply systems as lifelines to cities also presents significant safety risks. In addition, compared with water source contamination, deliberate within-network poisoning is more covert and destructive. Thus, given that the current monitoring measures are inadequate to fully address these potential threats, the development and deployment of practical and reliable technologies for locating contamination sources, closing isolation valves, and flushing pipelines to achieve accurate source identification and rapid recovery from contamination (to reduce human health risks as much as possible when an accident does occur) is an urgent problem that China's water industry must address in the coming years.
Therefore, technological research and development in this area should be a focus for developing emergency response plans for China's water supply system in the near future. In addition to an increased effort to protect centralized water sources and control water pollution, further efforts should also focus on strengthening the renovation, supervision, and inspection of the distribution networks of mid/small towns that are under industrial development. Technologies that support the rapid response to contamination accidents and measures that adapted to the level of available technology should be developed. Especially, accompanied by the rapid development of intelligent terminal device, user feedback on water quality is becoming more and more frequent and timely, which is as important as those data collected by sensors. Therefore, big-data related technologies which can combine all of this valuable information together, should be incorporated into water supply network management for fast evaluation and control of contamination accidents.
In addition, drinking water contamination accidents is not a unique problem that only happens in China. Countries all over the world, including many developed countries, also face the risk of sudden pollution of drinking water. Due to the complexity of water distribution systems which are normally constructed underground over a long period of time, those countries are also faced with a similar predicament in dealing with these events. So the response policy and related technologies proposed in this paper also apply to other countries and regions.
